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Why Local Storage Matters

Mobile apps must work offline and persist data across sessions.
Reasons for Local Storage:

o Offline support: Users expect apps to work without internet.

e Performance: Local data is faster than network calls.

e State persistence: Remember user preferences, login state.

e Data caching: Reduce bandwidth and server load.
e Security: Sensitive data must be stored securely.

[ Golden Rule: Never assume the network is available. Always have a local fallback.
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Storage Options Overview

Storage Type
SharedPreferences Key-Value
SQLite (sqflite) Relational DB
Drift Type-safe SQLite
Hive NoSQL Key-Value
Secure Storage Encrypted KV
Files Raw files
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Use Case
Settings, flags, simple cache
Structured data, queries, relations
Complex DB with migrations
Fast, simple object storage
Tokens, passwords, keys

Images, PDFs, downloads

Encrypted
No
Manual
Optional
AES-256
Yes (Keychain/Keystore)
No
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SharedPreferences

Simple key-value storage for primitives. Wraps Android's SharedPreferences and iOS's
UserDefaults.
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SharedPreferences
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SQLite with sqflite

[ Full relational database for structured data with queries, joins, and transactions.
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SQLite — CRUD Operations
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SQLite — CRUD Operations (create)
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SQLite — CRUD Operations (update)
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SQLite — CRUD Operations (delete)
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SQLite — CRUD Operations (search - getAll)
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SQLite — Migrations

Database schemas evolve. Handle version upgrades properly.
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SQLite — Migrations
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Hive — NoSQL Key-Value Store

Fast, lightweight NoSQL database written in pure Dart. Great for simple objects.
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Hive — NoSQL Key-Value Store
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Flutter Secure Storage

For sensitive data (tokens, passwords, API keys). Uses platform-specific secure storage.

e Android: EncryptedSharedPreferences (MasterKey + AES-256) or Keystore.
e i{OS: Keychain Services.
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File System Access

Store files (images, PDFs, downloads) in the app's document or cache directories.
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Offline-First Architecture

Design your app to work offline first, sync when online.

Core Principles Data Flow
1. Local = Source of Truth: Ul reads from
local DB.

2. Sync Engine: Push local changes to
server when online.

3. Conflict Resolution: Last-write-wins,
merge, or user choice.

4. Queue: Store pending operations
locally.
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EXxercise
Encrypted Notes App

Objective: Build a notes app with encrypted storage.
Requirements:

1. SQLite database with sqflite.
2. Notes model with title, body, timestamp.
3. CRUD operations via NoteRepository .

4. Encryption per note using flutter_secure_storage.

5. Search functionality.
6. Category column.
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Summary: Key Takeaways

Storage Options Security
e SharedPreferences — Simple key-value. e Never store sensitive data in plain text.
e SQLite/sgflite — Relational, structured e Use flutter_secure_storage for
data. credentials.
e Hive — Fast NoSQL, pure Dart. e Encrypt database if it contains PII.
e Secure Storage — Tokens, passwords. Best Practices
Patterns e |nitialize storage early (main).
e Repository pattern for data access. e Handle migration carefully.
e Migrations for schema evolution. e Test with fresh and upgraded DBs.
o Offline-first for reliability. e Clear cache on logout.
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Thank You!

Questions?
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"Why did the developer store his secrets in
SharedPreferences?
Because he thought they were 'shared' with his
friends only.
Spoiler: They weren't."
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