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Networking in Mobile Apps

Mobile apps are network-heavy by nature. Almost every feature involves HTTP requests.
Challenges:

e Unreliable connectivity: Airplane mode, weak signal, network switches.
e Latency: Mobile networks are slower than WiFi/Ethernet.

e Battery: Excessive networking drains battery.

e Security: Data in transit must be encrypted.

Best Practices:

1. Always use HTTPS (TLS 1.2+).

2. Implement timeouts (connect + receive).
3. Handle offline gracefully.

4. Cache responses when possible.

5. Minimize payload size (JSON compression, pagination).
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Dart's http Package

The simplest way to make HTTP requests in Flutter.
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Dio — Advanced HTTP Client

Dio is a powerful HTTP client with interceptors, form data, and more.

Why Dio over http ?

e Interceptors — Modify requests/responses globally.
e Automatic retry — Retry failed requests.

e FormData — File uploads with progress.

e Cancel tokens — Cancel in-flight requests.

e Timeouts — Per-request configuration.

e Response types — JSON, plain text, bytes, streams.
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Dio — Basic Setup
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Interceptors & Middleware

Interceptors let you intercept and modify every request and response.
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Authentication & Token Refresh

The most critical interceptor — automatically refreshes expired tokens.
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Error Handling Patterns

DioException Types

e connectionTimeout — Server too slow.
e sendTimeout — Upload took too long.

e receiveTimeout — Download took too
long.

e badResponse — Server returned error
(4XX/5XX).

e cancel — Request was cancelled.

e connectionError — No internet.
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File Upload & Download
Upload with progress
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File Upload & Download

Download with progress
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File Upload & Download

Use path provider for paths
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WebSocket Communication

For real-time features (chat, live updates, notifications).
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TLS & Certificate Pinning

Protect against Man-in-the-Middle (MITM) attacks.
What is Certificate Pinning?

e Embed a known certificate hash in your app.

e At runtime, compare the server's certificate against the embedded hash.
e |f they don't match — reject the connection.
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Repository Pattern for Networking
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EXxercise
Secure API Client Wrapper

Objective: Build a production-ready API client with auth, retry, and error handling.
Requirements:

1. ApiClient class with Dio under the hood.

2. Auth interceptor with automatic token refresh.
3. Retry interceptor (max 3 retries with backoff).
4. Logging interceptor (debug mode only).

5. Repository pattern for user CRUD.

6. Proper error handling with custom exceptions.
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Summary: Key Takeaways

Fundamentals Security

e Use HTTPS, always. e Certificate pinning prevents MITM.

e Set timeouts (connect + receive). e Never store tokens in plain text.

e Handle all error types. e Use secure storage for credentials.

e Cache when possible. Architecture

Dio e Repository pattern separates data
 Interceptors for cross-cutting concerns. Sources.

e Token refresh on 401. e Custom exceptions for domain errors.
e File upload/download with progress. e Cancel requests when leaving screens.
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Thank You!

Questions?
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"A mobile developer's prayer:
'Lord, give me the strength to handle
every possible network error,
and the wisdom to never trust a 200 OK.""
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